Auditing On The File Server
[

To Implementing auditing on file server is a useful for track a log's for
further investigation.

1. go to run menu and open secpol.msc

1.

x
= Type the name of a program, folder, document, or Internet
i—j resource, and Windows will open it for you.
Open: sccpn!.mscl ~
This task will be created with administrative privileges.
OK Cancel Browse...

2. Now we need to go Advanced Audit Policy configuration > system
audit policies > object access > audit file share & audit file system --
open and select success and failure.
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3. select shared folder and open property > security > advanced.

1.

Shared Propertiec

General Sharng| Secunty | Previous Versions Customize

Object name:  D:\Sharad

Group or user names:

CREATOR OWNER

SR SYSTEM
B2 Human Resources (DOCTORSCHOICETX\Human Hm:r

2 -t DnArion s dimi Lo Rl cbmre b imae =l
< >

To change pamissions, click Edit. | Edit

Permissions for CREATOR
OWNER Alaw Dery

Ful control o
Modify

FRead & execute

List folder contents

Read

Write ¥

For special permissions or advanced settings, Adumniced
click Advanced.

4. now go to Auditing > add

1.



. Advanced Secunity Settings for Shared O b4

Name: D:\Shared
Owner: Adrministrators (DCHCTX01\Admurnistrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:
Type Principal Access Inherited from Applies to
82 Al Authenticated Users Special Nene This folder, subfolders and files
Dizable inheritance

[JReplace all child object auditing entries with inheritable auditing entries from this object

[oc ][ cancet || npply

Select principal > i.e., domain admins

type > All

Applies to > This folders, subfolders and files

show advance permissions

clear all permission and select manual permission as per requirements
ok

S XX

1 L} Auditing Entry for Shared a b4

Principal:  Domain Admins (DOCTORSCHOICETX\Domain Admins) | Select a principal

Type: | All ~ |

Appliestd | This folder, subfolders and files ~]

Advanced permissions: Show basic permissions
[CJFull control [[] Write attributes
[] Traverse folder / execute file [[] Write extended attributes
[ List folder / read data [A Delete subfolders and files

[] Delete
[JRead permissions

[ ]Change permissions
] Take ownership

older d data
[ Only apply these auditing settings to objects and/or containers within this container

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

11. now click ok.



12.

(8

| Advanced Security Settings for Shared O
Name: D:\Shared
Owner: Administrators (DCHCTX01\Administrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click an audit entry. To maodify an audit entry, select the entry and click Edit (if available).

Auditing entries:
Type Principal Access Inherited from Applies to
8 Al Authenticated Users Special Nene This folder, subfolders and files
“ All Domain Admins (DOCTORSC... Special None This folder, subfolders and files
Disable inheritance

[]Replace all child object auditing entries with inheritable auditing entries from this object

[ ok ]| cance || Apply

it will start the process and take a time depending on shared folder

size.

Examine the log's of shared folder

. for testing purpose i create a test folder and delete that folder
1.

# Quick aceess

B Desktop " ! A.ppiz 7/19/2022 10:43 AM F_il:folder
| Job Aides 1/25/2023 11:49 AM  Filefolder
‘ Downloads » | Meraki 7/12/2022 2:39 PM File folder
Documents 4 9/20/2023 240PM  File folder
&= Pictures # || Training 9/12/2022 11:46 AM  File folder
| HR ‘i Zebra ZC300 Senes 411372023 1:51 PM File folder
Blaitad 2 Connectutility_2.30.9_Logitech 4/20/2022 215PM  Application 1,074 KB
-. p— westfax_print_driver_220222 8/37/2022 3:25 PM zip Archive 24 041 KB

. To view log's for that folder go to event viewer
. windows logs > security
. we can see in below image how we can found the detailed of shared

folder if any changes did by any user.

1.



E Event Viewer

File Action

Keywords Date and Time Source EventID Task Cate...
QAH:#R Success 9/21/2023 1:57:29 PM Microsoft Win... 4660  File System
@ Audit Success 9/21/2023 1:57:29 PM Microsoft Win... 4883  File System
@, Audit Success 9/21/2023 1:57:24 PM Microseft Win... 4663  File System
@, Audit Success 9/21/2023 1:57:24 PM Microsoft Wi 4653 File System
A Audit Success /2172023 1:5%:16 il

g A ud

] Forwarded Events
» L3 Applications and Services Lo
2} Subscriptions

Event 4663, Microsoft Windows security auditing. x
General Details
1
[An attempt was made to access an object. | -
Subject:
Security ID: DOCTORSCHOICETX\Nick
3 DOCTORSCHOICETX
Logon ID: 0x11E953B3D
Object:
Object Server: Security
Obect Tune: Eils
| Object Name: D:\Shared\Information Technology\Help Desk\test I
ndle 10 TxTe3c
Resource Attributes: SAl .
Log Name: Security
Source: Microsoft Windows security Logged: 9/21/2023 1:57:16 PM
Event ID; Task Category: File System
Level: Information Keywords: Audit Success
User: N/A Computer: DCHCTX01.doctorschoicetx.com
OpCode: Info

More Information:  Event Log Online Help

2 Event 4663, Microsoft Windows security auditing.

General Details
Nk Y I
Object Type: File
Object Name: D:\Shared\Information Technology\Help Desk\test
Handle 1D+ Dxledc
Resource Atinbutes: S:Al
Process Information:

Process ID: 1778
Process Name: CAWindows\explorer.exa

Access Request Information:
Acceszes DELETE
Access Mask 010000
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